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I'd just like to interject for a moment. What you’re referring to as Linux, is in fact, GNU/Linux, or as I’ve recently taken to calling it, GNU plus Linux. Linux is not an 
operating system unto itself, but rather another free component of a fully functioning GNU system made useful by the GNU corelibs, shell utilities and vital system 
components comprising a full OS as defined by POSIX. Many computer users run a modified version of the GNU system every day, without realizing it. Through a 
peculiar turn of events, the version of GNU which is widely used today is often called “Linux”, and many of its users are not aware that it is basically the GNU system, 
developed by the GNU Project. There really is a Linux, and these people are using it, but it is just a part of the system they use. Linux is the kernel: the program in the 
system that allocates the machine’s resources to the other programs that you run. The kernel is an essential part of an operating system, but useless by itself; it can 
only function in the context of a complete operating system. Linux is normally used in combination with the GNU operating system: the whole system is basically 
GNU with Linux added, or GNU/Linux. All the so-called “Linux” distributions are really distributions of GNU/Linux. I'd just like to interject for a moment. What you’re 
referring to as Linux, is in fact, GNU/Linux, or as I’ve recently taken to calling it, GNU plus Linux. Linux is not an operating system unto itself, but rather another free 
component of a fully functioning GNU system made useful by the GNU corelibs, shell utilities and vital system components comprising a full OS as defined by 
POSIX. Many computer users run a modified version of the GNU system every day, without realizing it. Through a peculiar turn of events, the version of GNU which is 
widely used today is often called “Linux”, and many of its users are not aware that it is basically the GNU system, developed by the GNU Project. There really is a 
Linux, and these people are using it, but it is just a part of the system they use. Linux is the kernel: the program in the system that allocates the machine’s resources to 
the other programs that you run. The kernel is an essential part of an operating system, but useless by itself; it can only function in the context of a complete 
operating system. Linux is normally used in combination with the GNU operating system: the whole system is basically GNU with Linux added, or GNU/Linux. All the 
so-called “Linux” distributions are really distributions of GNU/Linux. I'd just like to interject for a moment. What you’re referring to as Linux, is in fact, GNU/Linux, or 
as I’ve recently taken to calling it, GNU plus Linux. Linux is not an operating system unto itself, but rather another free component of a fully functioning GNU system 
made useful by the GNU corelibs, shell utilities and vital system components comprising a full OS as defined by POSIX. Many computer users run a modified version 
of the GNU system every day, without realizing it. Through a peculiar turn of events, the version of GNU which is widely used today is often called “Linux”, and many 
of its users are not aware that it is basically the GNU system, developed by the GNU Project. There really is a Linux, and these people are using it, but it is just a part of 
the system they use. Linux is the kernel: the program in the system that allocates the machine’s resources to the other programs that you run. The kernel is an 
essential part of an operating system, but useless by itself; it can only function in the context of a complete operating system. Linux is normally used in combination 
with the GNU operating system: the whole system is basically GNU with Linux added, or GNU/Linux. All the so-called “Linux” distributions are really distributions of 
GNU/Linux. I'd just like to interject for a moment. What you’re referring to as Linux, is in fact, GNU/Linux, or as I’ve recently taken to calling it, GNU plus Linux. Linux 
is not an operating system unto itself, but rather another free component of a fully functioning GNU system made useful by the GNU corelibs, shell utilities and vital 
system components comprising a full OS as defined by POSIX. Many computer users run a modified version of the GNU system every day, without realizing it. 
Through a peculiar turn of events, the version of GNU which is widely used today is often called “Linux”, and many of its users are not aware that it is basically the 
GNU system, developed by the GNU Project. There really is a Linux, and these people are using it, but it is just a part of the system they use. Linux is the kernel: the 
program in the system that allocates the machine’s resources to the other programs that you run. The kernel is an essential part of an operating system, but useless 
by itself; it can only function in the context of a complete operating system. Linux is normally used in combination with the GNU operating system: the whole system 
is basically GNU with Linux added, or GNU/Linux. All the so-called “Linux” distributions are really distributions of GNU/Linux. I'd just like to interject for a moment. 
What you’re referring to as Linux, is in fact, GNU/Linux, or as I’ve recently taken to calling it, GNU plus Linux. Linux is not an operating system unto itself, but rather 
another free component of a fully functioning GNU system made useful by the GNU corelibs, shell utilities and vital system components comprising a full OS as 
defined by POSIX. Many computer users run a modified version of the GNU system every day, without realizing it. Through a peculiar turn of events, the version of 
GNU which is widely used today is often called “Linux”, and many of its users are not aware that it is basically the GNU system, developed by the GNU Project. There 
really is a Linux, and these people are using it, but it is just a part of the system they use. Linux is the kernel: the program in the system that allocates the machine’s 
resources to the other programs that you run. The kernel is an essential part of an operating system, but useless by itself; it can only function in the context of a 
complete operating system. Linux is normally used in combination with the GNU operating system: the whole system is basically GNU with Linux added, or 
GNU/Linux. All the so-called “Linux” distributions are really distributions of GNU/Linux.



Le plus utilisé

Pour les bidouilleurs
Ils ont fait des parodies marrants

Debian

Arch linux OpenSUSE

Pour être à la pointe de la 
technologie

Fedora



À MiNET, on 
utilise debian
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#
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(et autres package managers)

apt

01.
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#
#
#
#
#


Permet d’installer et maintenir à 
jour des paquets (programmes)

Tout se fait en une commande

a.

b.

Base de donnée maintenue par la 
communauté, tout est OSS

c.

apt

Apt Crontabs systemd Sécurité docker Surprise du 
chef

sudo apt update

sudo apt install …

sudo apt upgrade

sudo apt remove …

#
#
#
#


Mettez votre 
machine à jour

Apt Crontabs systemd Sécurité docker Surprise du 
chef

#
#
#
#
#


Illustration de vous

Apt systemd Sécurité docker Surprise du 
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http://bit.ly/2Tynxth
http://bit.ly/30B07Gq
#
#
#
http://bit.ly/33VAFh3


Automatisons tout ça

Les cron jobs

02.
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#
#
#
#
#


Automatise des tâches pour vous

Entièrement configurable

sudo nano /etc/crontab

Apt systemd Sécurité docker Surprise du 
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.---------------- minute

|  .------------- hour

|  |  .---------- day of month

|  |  |  .------- month

|  |  |  |  .---- day of week

|  |  |  |  |

*  *  *  *  *  user command

0 0 * * * root swapoff /dev/sda2; swapon /dev/sda2

/etc/crontab

http://bit.ly/2Tynxth
http://bit.ly/30B07Gq
#
#
#
http://bit.ly/33VAFh3


Mettez votre 
machine à jour 

automatiquement

Apt Crontabs systemd Sécurité docker Surprise du 
chef

59 23 * * 3 root apt update -q -y ; apt upgrade -q -y

/etc/crontab

#
#
#
#
#


Là où tout commence

Systemd

03.
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#
#
#
#
#


PID 1

Un daemon qui démarre les daemons et services

Orchestre tout le reste

Historia
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#
#
#
#
#


Systemd

No brain Fait partie de la suite

Développement actif Certains le trouve pas assez 
configurable
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#
#
#
#
#
#
#


Activer / 
Désactiver

sudo systemctl 
enable/disable …

Lister
(Asgard)
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sudo systemctl 
list-unit 
--failed

Redémarrer

sudo systemctl 
restart …

#
#
#
#
#


Petit exemple
157.159.195.35
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#
#
#
#
#


(pas) sponsorisé par Hackademint

Sécurité

04.
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Système 
de fichiers

C 1 arbre

Permissions
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C la police

Utilisateurs

C D gens

Sécurité

#
#
#
#
#


Le système de fichiers
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chefSécurité

#
#
#
#
#


Dossiers utiles

/

/var/log $HOME
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/bin

#
#
#
#
#
#
#


Utilisateur

a. Identifiant c.Dossier courant

b. Mot de passe d.Groupe
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useradd

passwd

mkdir

usermod -a -G

#
#
#
#
#


Permissions
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chmod 777 fichier
chown usr fichier

#
#
#
#
#


Petit exemple
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ssh formation@157.159.195.35

#
#
#
#
#


En despi

Docker

05.
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#
#
#
#
#


Docker
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#
#
#
#
#


Préparez vous

La surprise du chef

06.
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#
#
#
#
#


Liste de commandes utiles

Apt Crontabs systemd dockerSécurité Surprise du 
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● apt : Package manager de debian

● systemctl : Donner des instructions à systemd

● sudo : Donne des accès admin le temps d’une commande

● grep : Recherche dans l’output d’une commande

● less : Affiche le stdin dans un TUI

● nano : Éditer des fichiers depuis un terminal

● vim : Comme nano mais pour les chads

● journalctl : Affiche les logs de systemd

● ls -l : Affiche les permissions des fichiers

#
#
#
#
#


Bonus :
Trouvez le flag

ssh formation@157.159.195.35
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